Justin Wasser

Computer Forensics Lab 2

Date of Submission: 9/19/2023
Forensic Tools Used: FTK Imager (version 4.2.1.4)
Summary:

The hard drive of a virtual machine was explored using the forensic tool FTK Imager. To
that point, a graphics file was chosen (Koala.jpg), a duplicate was made of that file and then the
copied/imaged file was edited. Next, the file properties of both the original graphics file and the
copied and edited graphics file were examined. Furthermore, the contents that comprised each
graphic were made to be displayed as text and then the file’s header information was examined
for each graphic file. Next, both the original graphics file and the copied/edited graphics file
were hashed, and exported as a file hash list. Both hash lists produced were then edited to note
the individual who created the hash list as well as the date and time that the hashing occurred.
Lastly, the two hash lists produced were compared and any differences in the contents of the two
lists were noted.

Description of Tasks Performed & Results with Screenshots:

The graphics file Koala.jpg was chosen for the purposes of this lab, this file and its
metadata are illustrated in Figure 1.

Figure 1: Properties of Koala.jpg.
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Next, the contents of the Koala.jpg graphics file were adjusted to be displayed as text
rather than as a graphic, and the file’s header was then examined. Moreover, human-readable
information associated with the file was located and analyzed, an illustration of which is found in
Figure 2.

Figure 2: File header including human-readable data for Koala.jpg.
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When reviewing the file header for Koala.jpg (Figure 2) there were several human-readable
pieces of data of interest. These included several number strings in the very first line of data that
appeared to be timestamps, the numbers displayed were as follows: ‘2009:03:12° “13:48:28’
‘2008:02:11° °11:32:432008:02:11” and ‘11:32:43°. Furthermore, further down in the file’s
header, there were what appeared to be a couple more timestamps displayed along with several
URLs, all of which were as follows:

e ‘Mon Feb 19 2007 22:40:08’

e ‘http://www.w3.0rg/1999/02/22-rdf-syntax-ns#’

e ‘http://purl.org/dc/elements/1.1/°

e ‘http://ns.adobe.com/xap/1.0/rights/’

e ‘http://pro.corbis.com/search/searchresults.asp?txt=42-15564978 &amp;openlmage=42-
15564978’

e ‘http://www.w3.0rg/1999/02/22-rdf-syntax-ns#’

e ‘http://ns.adobe.com/xap/1.0/°

e ‘CreateDate>2008-02-11T19:32:43.1732°

e ‘http://ns.microsoft.com/photo/1.0/’
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This human-readable metadata found in the file header for Koala.jpg (Figure 2) contained
historical data about the file such as when it was created, where it originated from on the
internet, and “DCMI Metadata Terms” (DCMI: DCMI Metadata Terms, 2020).

Next, the copied and edited graphics file (Koala- Copy.jpg) was selected from the “File List”
(UMGGC, 2023), and the contents of the graphics file were displayed as text rather than as a
graphic. Furthermore, the file’s header and metadata were examined, and any human-readable
content associated with the file was located and analyzed, an illustration of which is found in
Figure 2.

Figure 3: FTK Imager displaying the copied file
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When comparing the file headers for Figure 2 (original Koala.jpg) with Figure 3 (Koala-
Copy.jpg), a significant difference is noted between the two headers. To that point, the file
containing the copied Koala.jpg file (Figure 3) had almost no human-readable information, the
only character string listed was ‘y@yaJFIF*'$UC’. While the original Koala.jpg (Figure 2) had a
plethora of human-readable information within its file header. Furthermore, the properties of the
two files differed in many ways including their date created information, 1/10/2020 4:40:10 PM
for the original Koala.jpg versus 9/18/2023 8:08:31 PM for the Koala- Copy.jpg; and their file
size, 780,831 for Koala.jpg versus 247,190 for the Koala- Copy.jpg.
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Next, the modified graphics file (Koala- Copy.jpg) was adjusted back to the “Automatic
viewer” (UMGC, 2023) and the file’s graphical representation was displayed in the preview
section of FTK Imager as illustrated in Figure 4.

Figure 4: FTK Imager displaying the contents of the modified graphics file
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Next, the copied and modified graphics file (Koala- Copy.jpg) was hashed, exported, and
. Furthermore, the hash list produced was then edited to note the individual who created the
hash list as well as the date and time that the hashing occurred, as shown in Figure 5.

Figure 5: Hash List for koala-copy.jpg
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Next, the original graphics file (Koala.jpg) was hashed, exported, and saved.
Furthermore, the hash list produced was then edited to note the individual who created the hash
list as well as the date and time that the hashing occurred, as shown in Figure 6.

Figure 6: Hash List for koala.jpg
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Lastly, the two hash lists produced (Figure 5 and Figure 6) were compared and
differences between the two hash lists were noted. To that point, Figure 5 contained two distinct
sets of hashes, with a set meaning a pair of hashes (one MD5 hash and one SHA1 hash); put
another way Figure 5 contained two different MDS5 hashes and two different SHA1 hashes.
While Figure 6 only contained one set of hashes. Furthermore, the extra hash set found in Figure
5 had a file name that differed from the other hashes found in Figure 5 and Figure 6, the part of
the file name that differed was located at the end of the file name and was labeled
“\Zone.Identifier’. Lastly, each of the three hash sets as well as the 6 total hash values found in
Figures 5 and 6 were unique.
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